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ACCESS CONTROL METHOD, SERVER
DEVICE, AND STORAGE DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2012-
075578, filed on Mar. 29, 2012, the entire contents of which
are incorporated herein by reference.

FIELD

The embodiments discussed herein are related to a control
method of access from a virtual machine on a server device to
a storage device, and the server device and the storage device.

BACKGROUND

There are conventionally computer systems that include
multiple servers providing virtual servers and a storage
device. When data access from the multiple servers to the
storage device is executed, the throughput of the computer
system is distributed in accordance with the total number of
the executed data accesses. For that reason, as the number of
the executed data accesses increase, the execution time for
each data access becomes longer. As a result, the throughput
of the computer system is reduced.

In relation to the above technology, a computer system has
been known that controls its performance as the entire com-
puter system in consideration of both the servers providing
virtual servers and the storage system. This computer system
associates the settings of servers that adjust [/O processing
performance between virtual servers by controlling 1/O pro-
cessing for each of the virtual servers in accordance with [/O
priority relating to the virtual server with the setting of the
storage device.

In addition, a management server has been known that
moves virtual machines in accordance with input/output (1/0)
to or from an array group in the virtual machine after moving.
This management server calculates a predicted amount of I/O
in the virtual machine after the moving and when the maxi-
mum amount of /O in the array group connected to the moved
virtual machine exceeds the predicted amount of I/O, the
management server searches for an array group in which the
maximum amount of I/O is less than the predicted amount of
1/0.

[Patent Document 1] Japanese Laid-Open Patent Publica-
tion No. 2010-108409

[Patent Document 2] Japanese Laid-Open Patent Publica-
tion No. 2010-108114

SUMMARY

According to one aspect of the embodiments, an access
control method is a control method of access from the virtual
machine executed in a server device to a storage device, and
performs the following processing.

On the basis of a virtual machine identifier for identifying
the virtual server, which is output from the virtual machine
together with an input/output command, a service level cor-
responding to the virtual machine identifier is acquired by
referring to a storage device that stores a correspondence
relationship between the virtual machine identifier and the
service level.
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2

In at least either the server device or the storage device, the
input/output command from the virtual machine is executed
in accordance with the acquired service level.

The object and advantages of the invention will be realized
and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a diagram describing an overview of a storage
system 100;

FIG. 2 is a diagram illustrating an example of a configura-
tion of a storage system 200;

FIG. 3 is a diagram describing an overview of the storage
system 200;

FIG. 4 is a diagram illustrating an example of a service
level management table 400;

FIG. 5 is a diagram illustrating an example of a virtual
server management table 500;

FIG. 6 is a diagram illustrating an example of a primary
queue 331 provided in a physical server 210;

FIG. 7 is a diagram illustrating an example of a secondary
queue 341 provided in a storage device;

FIG. 8 is a diagram illustrating an example of an I/O
request packet 800 transmitted by a virtual server;

FIG. 9 is a flowchart illustrating monitoring processing of
the virtual server performed by the physical server 210;

FIG. 10A is a flowchart illustrating execution processing of
an 1/O request performed by the physical server 210;

FIG. 10B is a flowchart illustrating execution processing of
an 1/O request performed by the physical server 210;

FIG. 11 is a flowchart illustrating monitoring processing of
the service level management table 400 performed by a sys-
tem management server 250,

FIG. 12 is a flowchart illustrating monitoring processing of
the virtual server management table 500 performed by the
system management server 250;

FIG. 13 is a flowchart illustrating monitoring processing of
the service level management table 400 performed by the
storage device 220;

FIG. 14A is a flowchart illustrating execution processing of
an I/O request performed by the storage device 220;

FIG. 14B is a flowchart illustrating execution processing of
an 1/O request performed by the storage device 220; and

FIG. 14C is a flowchart illustrating execution processing of
an 1/O request performed by the storage device 220.

DESCRIPTION OF EMBODIMENTS

According to the inventor’s observation, in order to prevent
the throughput of the computer system from being reduced it
may be possible, for example, for a storage device to perform
priority control of data access to the storage device in accor-
dance with access levels defined for each of the services
connected to the storage device.

However, when a service level needs to be set in each
virtual server provided by a server for example, it is difficult
to perform in the storage device priority control of data access
to the storage device in accordance with access levels.

In the following description, one of the embodiments of the
present invention is described on the basis of FIG. 1 to FIG.
14C. Note that the embodiment described hereafter is only an
example, and is not intended to exclude various modifications
or technical applications that are not indicated in the follow-
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ing descriptions. In other words, the present embodiments
may be implemented in various modifications such as a com-
bination of the embodiments without departing from the gist
of the present embodiments. The procedures of processing
described in the flowcharts in FIG. 9 to FIG. 14C are not
intended to limit the order of the processing. It is therefore
obvious that the order of processing may be changed, if pos-
sible.

<<Embodiment>>

FIG. 1 is a diagram to describe an overview of a storage
system 100 according to one of the embodiments.

The storage system 100 includes a server device 110 and a
storage device 120. The server device 100 and the storage
device 120 are connected to one another so as to be able to
communicate with one another through a network 130.

The server device 110 provides either one or two or more
virtual machines 111-0, 111-1, . . . and 111-n by executing a
prescribed program in a CPU (Central Processing Unit),
which is not illustrated, provided in the server device 110.
Here, nis 1 or larger and is an integer. Any virtual machine of
the virtual machines 111-0, 111-1, . . . 111-n is hereinafter
referred to as “virtual machine 111”.

The server device 110 may include a storage unit 112,
queues for each service level 113-0,113-1, . . . and 113-m, a
controller unit 114, and an interface unit 115. Here, mis 1 or
larger and is an integer. Any queue for each service level of the
queues for each service level 113-0,113-1, . . . and 113-m is
hereinafter referred to as a “queue for each service level 113”.

The storage unit 112 stores a service level set to the virtual
machine 111 in association with a virtual machine identifier
that identifies the virtual machine 111. A memory such as
RAM (Random Access Memory) may be used for the storage
unit 112.

The queue for each service level 113, upon operation of the
controller unit 114, stores an input/output command 116 from
the virtual machine 111 for each service level corresponding
to the virtual machine 111 and is placed into a waiting state.

The controller unit 114 reads the input/output command
116, which is stored in the queue for each service level 113 in
accordance with service levels, in an order of the queue.

The interface unit 115 issues the input/output command
116, which is read out by the controller 114, to a storage
device 120 together with a virtual machine identifier corre-
sponding to the virtual machine.

The storage device 120 may include a storage unit 121, an
interface unit 122, queues for service levels 123-0,
123-1, . .. and 123-j, and a controller unit 124. Here, jis 1 or
larger and is an integer. Any queue for each service level of the
queues for each service level 123-0, 123-1, . . . and 123j is
hereinafter referred to as a “queue for each service level 123”.

The storage device 120 may further include a memory
device 125. The memory device 125 is a memory device to
store arbitrary data. One or two or more magnetic disk
devices, for example, may be used for the memory device
125.

The storage unit 121 stores a service level set to the virtual
machine 111 in association with a virtual machine identifier
that identifies the virtual machine 111 to be executed in the
server device 110. A memory such as a RAM may be used for
the storage unit 121.

The interface unit 122 receives the input/output command
116 together with the virtual machine identifier.

The queue for each service level 123, upon operation of the
controller unit 124, stores the received input/output command
116 for each service level corresponding to the virtual
machine identifier and is placed into a waiting state.
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The controller unit 124 reads the input/output command
116, which is stored in the queue for each service level 123 in
accordance with service levels, in an order of the queue, and
executes access to the memory device 125.

It should be noted that the example of FIG. 1 illustrates one
service device 110 and one storage device 120 for the sake of
simplicity. However, this is not intended to limit the storage
system 100 to have the configuration illustrated in FIG. 1. The
server device 110 may be connected to multiple storage
devices 120, or the storage device 120 may be connected to
multiple server devices 110.

In the above configuration, at least one of the server device
110 and the storage device 120, for example, obtains a service
level corresponding to a virtual machine identifier by using
the virtual machine identifier that identifies a virtual machine
111 and is output from the virtual machine 111 together with
the input/output command 116, and by referring to the storage
unit 112 or 121 that stores a correspondence relationship
between the virtual machine identifier and the service level.

At least one of the service device 110 and the storage
device 120 executes the input/output command 116 from the
virtual machine 111 in accordance with the service level
corresponding to the virtual machine identifier.

As described above, according to the storage access control
method realized by the storage system 100, it is possible to
realize a storage access control method that controls data
access from the virtual machine 111 to the storage device 120
for each virtual machine 111.

<<Other Embodiments>>

FIG. 2 is a diagram illustrating an example of a configura-
tion of a storage system 200 according to another embodi-
ment.

The storage system 200 includes a physical server 210, a
storage device 220, and a system management server 250.
The physical server 210, the storage device 220, and the
system management server 250 are connected to one another
via a network so as to be able to communicate with one
another. The physical server 210 may be connected to the
storage device 220 by using a special I/F so as to be able to
communicate with each other.

Although FIG. 2 illustrates a case in which only one physi-
cal server 210 is connected to the storage device 220, the
storage device 220 may be connected with multiple physical
servers 210. Similarly, the physical servers may be connected
with multiple storage devices 220.

The physical server 210 is an information processor device
including a processor 211, a main memory 212, a memory
device 213, a network I/F 214, and a storage I/F 215, and a
media driver device 216. These devices are connected to a bus
and are able to exchange data with each other.

The processor 211 is an arithmetic unit that executes pro-
grams to realize storage control according to the present
embodiment such as a virtual server management program
stored in the memory device 213, in addition to running
peripheral devices or various types of software.

The main memory 212 is a volatile memory device used to
execute programs. A RAM may be used, for example, for the
main memory 212.

The memory device 213 is a non-volatile memory device to
store programs that realize the storage control according to
the present embodiment in addition to the programs and data
necessary to operate the physical server 210. A magnetic disk
storage device may be used, for example, for the memory
device 213.

The memory device 213 may store, for example, a service
level management table, a virtual server management table, a
virtual server management program, and an I/O request
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execution program. The physical server 210 obtains the ser-
vice level management table and the virtual server manage-
ment table from a system management server 250 at the time
of startup and may store these tables in the memory device
213.

The service level management table is described later in
FIG. 3. The virtual server management table is described later
in FIG. 4. The virtual server management program is a pro-
gram to realize processing described later in FIG. 9. The I/O
request execution program is a program to realize processing
described later in FIG. 10A to FIG. 10B.

The network I/F 214 is a device to connect to a network
260.

The storage I/F 215 is an I/F for performing communica-
tion with the storage device 220 in accordance with a particu-
lar standard. As the storage I/F 215, an HBA (Host Bus
Adapter) of Fiber Channel or an NIC (Network Interface
Card) of iSCSI (Internet Small Computer System Interface)
may be used.

The storage I/F 215 includes, for example, a processor
215a, a memory 2155, and an I/F port 215¢. The processor
215a is an arithmetic unit to execute programs necessary to
realize communication with the storage device 220 connected
via the I/F port 215¢ in accordance with a particular standard.
The processor 215a executes programs that realize the stor-
age control according to the present embodiment such as an
1/O request execution program stored in the memory device
213. The memory 2156 may store a primary queue 330
described later.

The media driver device 216 is a device that outputs data in
the main memory 212 or the memory device 213 to portable
recording media such as a floppy disk, an MO disk, a CD-R or
aDVD-R, orreads out programs and data from those portable
recording media.

The storage device 220 includes an active controller 230
and a queue controller 240. The active controller 230 and the
queue controller 240 are connected via an internal bus 221
and may exchange data with each other.

The active controller 230 and the queue controller 240 may
be used differently by using a delay flag set in a service level
management table 400 described later in FIG. 4. For example,
the active controller 230 may transfer an I/O request to the
queue controller 240 only when the delay flag is ON.

The active controller 230 includes a processor 231, a cache
memory 232, a flash memory 233, a network I/F 234, a
storage I/F 235, and a media driver device 236. These devices
are connected to a bus and are able to exchange data with each
other.

The processor 231 is a computing device that executes
programs to realize storage control according to the present
embodiment, such as a service level synchronization program
and an I/O control program stored in the flash memory 233, in
addition to executing programs for controlling a memory
device 222.

The cache memory 232 is a volatile storage device that is
used for storing programs executed by the processor 231 and
portions of data stored in the secondary queue 340 described
later and in the memory device 222. A RAM, for example,
may be used for the cache memory 232.

The flash memory 233 is a non-volatile storage device for
storing programs to realize storage control according to the
present embodiment in addition to programs and data that are
needed for operation of the active controller 230.

As examples, the service level management table, a virtual
server management table, a service level synchronization
program, and an I/O control program may be stored in the
flash memory 233. The active controller 230 may be able to
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obtain the service level management table or the virtual server
management table from the system management server 250 at
the time of startup, for example, and store it in the flash
memory 233.

It should be noted that the service level synchronization
program is a program to realize the processing illustrated in
FIG. 13, which is described later. The I/O control program is
a program to realize processing illustrated in FIG. 14A to
FIG. 14C, which are described later.

The network I/F 234 is a device to make a connection to the
network 260.

The F port 235 is an I/F that communicates with the
storage I/F 215 in accordance with a particular standard.

The media driver device 236 is a device to output data of the
cache memory 232 or the flash memory 233 to a portable
recording media such as a floppy disk, an MO disk, a CD-R or
aDVD-R, orreads out programs and data from those portable
recording media.

The queue controller 240 may include the same configu-
ration as the configuration of the active controller 230. For
example, a processor 241, a cache memory 242, and a flash
memory 243 that are provided in the queue controller 240
may be the same devices as those of the processor 231, the
cache memory 232, and the flash memory 234, respectively,
provided in the active controller 230. Similarly, a network I/F
244, an I/F port 245, and a media driver device 246 that are
provided in the queue controller 240 may be the same devices
as those ofthe network I/F 234, the I/F port 235, and the media
driver device 236, respectively, provided in the active con-
troller 230. Therefore, the descriptions ofthe queue controller
240 are omitted.

The system management server 250 is an information pro-
cessor device including a processor 251, a main memory 252,
a memory device 253, a network I/F 254, and a media driver
device 255. These devices are connected to a bus and are able
to exchange data with each other. This system management
server 250, however, is not limited to being a single indepen-
dent information processor device. The system management
server 250 may be for example realized by a virtual server
311, described later, provided by the physical server 210.

The processor 251, the main memory 252, and the memory
device 253 that are provided in the system management
server 250 may be the same devices as those of the processor
211, the main memory 212, and the memory device 213,
respectively, provided in the physical server 210. Similarly,
the network I/F 254 and the media driver device 255 that are
provided in the system management server 250 may be the
same devices as those of the network I/F 214 and the media
driver device 216, respectively, provided in the physical
server 210. Therefore, detailed descriptions of the processor
251, the main memory 252, the memory device 253, the
network I/F 254, and the media driver device 255 are omitted.

It should be noted that the memory device 253 may store,
for example, a service level management table, a virtual
server management table, a management program for the
service level management table, and a management program
for the virtual server management table. The management
program for the service level management table is a program
to realize the processing illustrated in FIG. 11, which is
described later. The management program for the virtual
server management table is a program to realize the process-
ing illustrated in FIG. 12, which is described later.

It should also be noted that non-transitory media may be
used for the main memories 212, 252, the memory 215¢, the
memory devices 213, 253, and the cache memories 232, 242,
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the flash memories 233, 243, and recording media that may be
read by information processor devices such as portable
recording media.

FIG. 3 is a diagram describing an overview of the storage
system 200.

The physical server 210 provides a VMM (Virtual Machine
Monitor) 310 by executing a prescribed program. This VMM
310 may provide either one or two or more virtual servers
(VM: Virtual Machine) 311. FIG. 3 illustrates an example in
which the VMM 319 provides three virtual servers 311 VMO01
to VMO03. This, however, is not intended to limit the number
of the virtual servers 311 provided by the VMM 310. In the
following description, (1) to (12) correspond to (1) to (12),
respectively, in FIG. 3.

(1) When receiving an 1/O request from a virtual server
311, the VMM 310 transfers the [/O request to the storage I/F
215. The storage I/F 215 stores the I/O request received from
the VMM 310 in a temporary queue 320 in which input/output
queues are provided for each of the virtual servers 311.

Although an example in which three temporary queues
321, 322, and 323 are used is illustrated in FIG. 3, this is not
intended to limit the number of temporary queues 320 used.
The temporary queue 321 is a queue that stores the I/O request
received from the VMO01 and stores a response to be output to
the VMO1. The temporary queue 322 is a queue that stores the
1/0 request received from the VM02 and stores a response to
be output to the VMO02. The temporary queue 323 is a queue
that stores the /O request received from the VM 03 and stores
a response to be output to the VMO03. It should be noted that
COMO1, 02, . .. in FIG. 3 represent /O requests, and STS01,
02, . ..in FIG. 3 represent responses to the /O requests.

(2) The storage I/F 215 extracts an I/O request stored in the
temporary queue 320. The storage I/F 215 stores the extracted
1/O request in the primary queue 330. The primary queue 330
includes a primary queue 331 that stores the I/O request and
aprimary queue 332 that stores a response to the I/O request.

The primary queue 331 is a queue that stores an /O request
for each service level of the virtual server 311, which is a
request source of the I/O request. A detailed example of the
primary queue 331 is described later with reference to FIG. 6.
Because the primary queue 332 is a single queue realized by
a FIFO (First-In First-Out) data structure, the description of
the primary queue 332 is omitted.

(3) For each request source virtual server 311, the storage
I/F 215 extracts from the primary queue 331 as many [/O
requests as the number of /O requests that is determined on
the basis of the service level of the request source virtual
server 311, and issues the I/O requests to the storage device
220. However, in a case of I/O requests from the virtual server
311 that has an I/O control number other than O set to the
virtual server management table 500, which is described later
in FIG. 5, the number of I/O requests that the storage I/F 215
issues is obtained by subtracting the I/O control number from
the number of /O requests that is determined on the basis of
the service level of the request source virtual server 311.

The storage I/F 215 calculates an amount of transfer data
per second for every prescribed time period. When the calcu-
lated amount of transfer data exceeds the performance limit of
the service level management table 400, the storage I/F 215
calculates the 1/O control number based on the exceeded
amount. Then, the storage I/F 215 sets in the virtual server
management table 500 the calculated 1/O control number for
the virtual server 311 which exceeded the performance limit.

(4) The active controller 230 in the storage device 220
stores the I/O request received from the physical server 210 in
the secondary queue 340. The secondary queue 340 includes
a secondary queue 341 that stores I/O requests and a second-
ary queue 342 that stores execution results of the /O requests.
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The secondary queue 341 is a queue that stores I/O requests
foreach service level of the virtual servers 311 that are request
sources of the I/O requests. A specific example of the second-
ary queue 341 is described later in FIG. 7. The secondary
queue 342 is a single queue realized by a FIFO data structure
which is similar to the primary queue 332, and therefore
detailed descriptions are omitted.

(5) For each request source virtual server 311, the active
controller 230 extracts from the secondary queue 342 as many
1/0O requests as the number of I/O requests that is determined
on the basis of the service level of the request source virtual
server 311, and executes the /O requests. The active control-
ler 230 stores the execution results of the /O requests in the
secondary queue 342. The active controller 230 also extracts
a response form the secondary queue 342 and transmits the
response to the physical server 210.

The active controller 230 and the queue controller 240
calculate an average of responding time periods from receiv-
ing 1/O requests to returning responses, or an average
responding time, for every prescribed time period. The active
controller 230, for example, detects that the average respond-
ing time exceeds a handover level set in the service level
management table 400. In such a case, the active controller
230 sets ON the delay flag in the service level management
table 400 that corresponds to the service level of the virtual
server 311, which is a request source of the I/O request for
which the average responding time exceeds the handover
level.

When the average responding time becomes a recovery
level in the service level management table 400, the active
controller 230 and the queue controller 240 detect that the
average responding time becomes the recovery level or lower.
In such a case, the active controller 230 and the queue con-
troller 240 set the delay flag to OFF in the service level
management table 400 that corresponds to the service level of
the virtual server 311, which is a request source of the I/O
request.

(6) Meanwhile, when the delay flag is set to ON in the
service level management table 400, the active controller 230
transfers to the queue controller 240 the /O request received
from the virtual server 311 of the service level for which the
delay flag is set to ON.

(7) The queue controller 240 stores the I/O request received
from the active controller 230 in the secondary queue 350.
Because the same configuration as the configuration of the
secondary queue 340 may be used for the secondary queue
350, the descriptions are omitted.

(8) For each request source virtual server 311, the queue
controller 240 extracts from the secondary queue 351 as many
1/0O requests as the number of I/O requests that is determined
on the basis of the service level of the request source virtual
server 311, and executes the I/O requests. Then the queue
controller 240 stores the execution results of the /O requests
in the secondary queue 352.

(9) The queue controller 240 extracts a response from the
secondary queue 352 and outputs the response to the active
controller 230. The active controller 230 outputs the response
received from the queue controller 240 to the physical server
210.

(10) When receiving the response from the storage device
220, the storage I/F 215 stores the received response in the
primary queue 332. Then, (11) the storage I/F 215 extracts a
response from the primary queue 332 and stores the extracted
response in the temporary queue 320. The storage I/F 215
extracts the response from the temporary queue 320 and
outputs the response to the VMM 310.
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(12) The VMM 310 transfers the response received from
the storage I/F 215 to any of the virtual servers VMO1 to
VMO3.

FIG. 4 is a diagram illustrating an example of the service
level management table 400.

The service level management table 400 may include infor-
mation of a service level, an I/O priority number, a perfor-
mance limit, an average 1/O response time period, a handover
level, a recovery level, and a delay flag.

The service level is a service priority set for each virtual
server 311. In the present embodiment, three types, “high”,
“medium”, and “low”, are used. A “high” service level has the
highest priority and “medium” is the next-highest priority. A
“low” service level is the lowest priority.

The /O priority number is an upper limit value of the
number of I/O issues executed at once, determined for each
service level.

The performance limit may include a performance limit of
write processing and a performance limit of read processing.
The performance limit is the upper limit of the amount of
transfer data (MB/S) allowed for each service level.

The average 1/O response time period is an average time
period (ms) needed to execute /O requests of the virtual
server 311. For example, the physical server 210 may calcu-
late an average of time periods from issuing I/O requests to
receiving the responses as an average I/O response time
period. The storage device 220 may calculate an average of
time periods from receiving I/O requests to outputting the
responses to the I/O requests as an average /O response time
period.

The handover level is a threshold value to determine
whether or not to shift a normal mode in which the active
controller processes all of the received 1/O requests to a load
distribution mode in which a portion of processing of the [/O
requests received by the active controller is handed over to the
queue controller. The handover level may be represented by a
fraction with respect to the average I/O response time period.

The recovery level is a threshold value to determine
whether or not to shift the load distribution mode back to the
normal mode. Similarly to the handover level, the recovery
level may be also represented by a fraction with respect to the
average 1/O response time period.

The delay flag is a flag to determine whether the active
controller or the queue controller is used to execute the
received 1/O request. When the delay flag is OFF, the active
controller executes the received 1/O request. When the delay
flag is ON, the queue controller executes the received 1/O
request.

FIG. 5 is a diagram illustrating an example of the virtual
server management table 500.

The virtual server management table 500 may include
information of a physical server 210, a virtual server, an
identifier, a service level, an average 1/O processing time
period (physical server), an amount of transfer data, an I/O
control number, and an average /O processing time period
(storage device).

The physical server 210 is identification information to
identify the physical server.

The virtual server is a unique ID assigned to the virtual
server 311 operating on the physical server 210.

The identifier is information that allows the storage device
220 to identify the virtual server 311 that is a request source
of the received I/O request.

The service level is a service level assigned to the virtual
server 311.

The average 1/O processing time period (physical server) is
an average time period (ms) needed to complete the process-

10

15

20

25

30

35

40

45

50

55

60

65

10

ing in response to the /O request of the virtual server 311. For
this average 1/O processing time period (physical server), for
example, an average value of the time period from a point in
time when the physical server 210 that received an I/O request
from the virtual server 311 issues the I/O request to the
storage device 220 to a point in time when the physical server
210 receives a response to the I/O request from the storage
device 220 may be used.

The amount of transfer data may include an amount of data
transfer (MB/s) when the processing of the I/O request is
write processing and an amount of data transfer (MB/s) when
the processing of the /O request is read processing.

The /0 control number is a number to which the number of
the I/O requests issued a next time is limited in the virtual
server 311 that has a data transfer amount that exceeds the
performance limit provided in the service level management
table 400. An integer of 0 or larger may be used for the I/O
control number.

The average 1/0 processing time period (storage device) is
an average time period (ms) needed to complete the process-
ing in response to the /O request of the virtual server 311. For
this average 1/O processing time period (storage device), for
example, an average time period from a point in time when
the storage device 220 receives an 1/O request to a point in
time when the storage device 220 transmits a response to the
1/O request to the physical server 210 may be used.

FIG. 6 is a diagram illustrating an example of the primary
queue 331 provided in the physical server 210.

The primary queue 331 includes a high-level queue 331a,
amiddle-level queue 3315, and a low-level queue 331c. Inthe
following descriptions, the high-level queue 331a, the
middle-level queue 33154, and the low-level queue 331c, or a
high-level queue 341a, a middle-level queue 3415, and a
low-level queue 341c¢ described later in FIG. 7, are collec-
tively referred to as “queues for each level”.

The high-level queue 331aq is a queue to store [/O requests
received from the virtual server 311 that has its service level
set to “high”. The middle-level queue 33154 is a queue to store
1/O requests received from the virtual server 311 that has its
service level set to “middle”. The low-level queue 331c is a
queue to store 1/O requests received from the virtual server
311 that has its service level set to “low”.

The high-level queue 331a, the middle-level queue 3315,
and the low-level queue 331c¢ are each provided with an
individual queue for each virtual server 311, which stores
only the I/O request received from the particular virtual server
311. The individual queue may be realized by the FIFO data
structure. FIG. 6 illustrates the high-level queue 331a includ-
ing an individual queue 511 that stores I/O requests received
from the virtual server VMO01, and an individual queue 512
that stores I/O requests received from the virtual server VM 04
as an example.

FIG. 7 is a diagram illustrating an example of the second-
ary queue 341 provide in the storage device 220.

Similarly to the primary queue 331, the secondary queue
341 includes the high-level queue 341a, the middle-level
queue 3415, and the low-level queue 341c.

The high-level queue 341a is a queue that stores 1/O
requests from a request source that is a virtual server 311
having the service level set to “high”.

The middle-level queue 3415 is a queue that stores 1/O
requests from a request source that is a virtual server 311
having the service level set to “middle”. The low-level queue
341c is a queue that stores I/O requests from a request source
that is a virtual server 311 having the service level set to
“low™.
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The high-level queue 341a, the middle-level queue 3415,
and the low-level queue 341c¢ are each provided with an
individual queue for each virtual server 311, which stores
only the I/O request received from the particular virtual server
311. The individual queue may be realized by the FIFO data
structure. FIG. 7 illustrates a high-level queue 341a including
an individual queue 611 that stores I/O requests from a
request source thatis the virtual server VMO01 operating in the
physical server SV01, and an individual queue 612 that stores
1/0 requests from a request source that is the virtual server
VMO1 operating in the physical server SV02 as an example.

FIG. 8 is a diagram illustrating an example of an 1/O
request packet 800 transmitted by the virtual server 311.

For the 1/O request packet 800, a packet of an IEEE (The
Institute of Electrical and Electronic Engineers) 802.1 com-
pliant format, for example, may be used.

In such a case, the /O request packet 800 may include
information of a destination MAC (Media Access Control)
address, a source MAC address, a tag header, a type, data and
an FCS (Frame Check Sequence).

The tag header may include a TPID (Tag Protocol Identi-
fier) and TCI (Tag Control Information). The TCI may
include PCP (Priority Code Point), CFI (Canonical Format
Indicator), and VL AN ID information.

The identifier of the virtual server 311 illustrated in FIG. 5
may be set to the VLAN ID. It should be noted that because
the I/O request packet 800 illustrated in FIG. 8 is a packet of
an IEEE 802.1 compliant format, explanations of the infor-
mation included in the I/O request packet 800 other than the
VLAN ID are omitted. However, this does not limit the I/O
request packet 800 to having an IEEE 802.1 compliant for-
mat, but the format of the /O request packet 800 may be
determined in advance as the need arises.

FIG. 9 is a flowchart illustrating processing to monitor the
virtual server 311 performed by the physical server 210.

The physical server 210, upon its startup (step S900), reads
out the service level management table 400 and the virtual
server management table 500 from the memory device 213
and lays these tables out on the main memory 212 (step
S901). The physical server 210 starts monitoring a newly
started virtual server 311 (step S902 NO). The newly started
virtual server 311 is hereinafter referred to as a “new virtual
server”.

When a new virtual server is detected (Step S903 YES), the
physical server 210 determines a unique ID assigned to the
detected new virtual server (step S904). The physical server
210 may automatically determine the unique ID of'the virtual
server 311 in a sequence such as VMO01, VM02, VMO03, . . .,
as illustrated in FIG. 5.

The physical server 210 then outputs a display to prompt a
user to set the service level of the new virtual server on the
display device, which is not illustrated. When it is detected
that the user has input a service level of the new virtual server
by operating an input device, the physical server 210 obtains
the input service level (step S905).

The physical server 210 adds the unique ID determined in
step S904 and the service level acquired in step S905 of the
new virtual server, together with the identification informa-
tion of the physical server 210, to the virtual server manage-
ment table 500 of the main memory 212 (step S906).

The physical server 210 notifies the system management
server 250 of the unique ID of the new virtual server deter-
mined in step S904 and the service level of the new virtual
server acquired in step S905, together with the identification
information of the physical server 210 (step S907). The physi-
cal server 210 requests for an identifier of the new virtual
server from the system management server 250 (step S908).
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Afterwards, the physical server 210 waits for reception of the
identifier of the new virtual server from the system manage-
ment server 250 (step S909 NO).

When the identifier of the new virtual server is received
from the system management server 250 (step S909YES), the
physical server 210 stores the received identifier in the virtual
server management table 500 of the main memory 212 (step
S910). The physical server 210 reflects the change in the
virtual server management table 500 of the main memory 212
in the virtual server management table 500 of the memory
device 213, and shifts the processing to step S903.

FIG.10A and FIG. 10B are a flowchart describing process-
ing of I/O request execution by the physical server 210. In the
present embodiment, although the storage I/F 215 performs
the processing in FIG. 10A and FIG. 10B, this processing
may be performed by causing a processor 211 in the physical
server 210 to execute a prescribed program. The following
description explains the processing with “physical server
2107 as the subject of the processing.

The physical server 210 starts measuring a prescribed
period of time by starting up a timer (step S1001).

When an I/O request is received from the virtual server 311
(step S1002), the physical server 210 refers to the virtual
server management table 500 stored in the main memory 212.
The physical server 210 then acquires an identifier and a
service level of the virtual server 311 that is a request source
of the I/O request (step S1003). In the following description
of the processing, the virtual server 311 that is the request
source of the I/0 request received in step S1002 is referred to
as a “target virtual server”.

The physical server 210 sets the identifier of the target
virtual server acquired in step S1003 at a prescribed position
of'the I/O request packet received in step S1002, which is for
example a position of the VLAN ID illustrated in FIG. 8 (step
S1004).

The physical server 210 generates an individual queue of
the target virtual server in a queue corresponding to the ser-
vice level acquired in step S1003 from among the high-level
queue, the middle-level queue, and the low-level queue
included in the primary queue 331 (step S1005). However, if
an individual queue of the target virtual server has already
existed, the physical server 210 skips the processing in step
S1005 and shifts the processing to step S1006.

The physical server 210 then stores the 1/O request in the
individual queue generated in step S1005 included in the
queue corresponding to the service level acquired in step
S1003 (step S1006).

The physical server 210 refers to the timer started in step
S1001 and acquires an elapsed time from a prescribed point in
time (step S1007).

When the elapsed time acquired in step S1007 is less than
acertain time period (step S1008 NO), the physical server 210
shifts the processing to step S1002. The physical server 210
then repeats the processing from step S1002 to S1008.

When the elapsed time acquired in step S1007 reaches a
certain time period or more (step S1008 YES), the physical
server 210 ends the time measurement and shifts the process-
ing to step S1009. The physical server 210 calculates the
number of I/O requests that may be executed by virtual serv-
ers 311 for each service level (step S1009).

The physical server 210 may calculate the number of the
1/O requests that may be executed by the virtual servers 311
for each service level based on the number of virtual servers
311, which operate in the physical server 210, for each service
level. A case under the following conditions is explained as an
example.
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The maximum /O processing number in the interface:
100,000 IOPS

The number of virtual servers 311 with a “high” service
level: 2

The number of virtual servers 311 with a “middle” service
level: 5

The number of virtual servers 311 with a “low” service
level: 2

The number of /O priority numbers for each service level:
1/O priority number in FIG. 4

Note that the maximum I/O processing number is a maxi-
mum value of the number of 1/Os that may be processed at
once by an interface with the storage device 220 implemented
in the physical server 210. The interface includes the storage
I/F 215 such as the HBA of Fiber Channel and the NIC of
iSCSI. The maximum I/O processing number may be stored
in the memory device 213 in advance. “IOPS” denoted in the
present embodiment is a unit representing the number of I/O
requests processed in a unit of time.

(1) The physical server 210 firstly refers to the service level
management table 400 stored in the main memory 212, and
acquires the I/O priority number for each service level. In the
present embodiment, the /O priority number of a “high”
service level is “4”, the /O priority number of a “middle”
service level is “2”, and the /O priority number of a “low”
service level is “1”.

(2) Next, the physical server 210 acquires the number of
virtual servers 311, which operates in the physical server 210,
for each service level. The number of virtual servers 311 for
each service level may be acquired from, for example, the
virtual server management table 500 stored in the main
memory 212. In the present embodiment, from among the
virtual servers 311 that operate in the physical server 210, the
number of the virtual servers 311 with a “high” service level
is 2, the number of the virtual servers 311 with a “middle”
service level is 5, and the number of the virtual servers 311
with a “low” service level is 2.

(3) The physical server 210 then calculates an /O assign-
ment constant. The physical server 210 may calculate the I/O
assignment constant by using the following equation.

“I/O assignment constant”=“maximum I/O processing
number in interface”+(“I/O priority number with
“high” service level”x“number of virtual servers
311 with “high” service level”+“I/O priority
number with “middle” service level”x“number of
virtual servers 311 with “middle” service level”+
“I/O priority number with “low” service level”x
“number of virtual servers 311 with “low” ser-
vice level”)

M

Accordingly, in the case of the present embodiment, the
physical server 210 may calculate the I/O assignment con-
stant as 5,000 IOPS (=100,000 IOPS+(410x2+210x5+110x%
2)). Note that “IO” denoted in the present embodiment indi-
cates the I/O processing number.

(4) The physical server 210 calculates the number of /0
requests that may be executed by the virtual server 311 for
each service level. The physical server 210 may calculate the
number of /O request that may be executed by the virtual
servers 311 for each service level by using the following
equation.

“Number of I/O requests that may be executed by vir-
tual servers 311 for each service level”="1/O
assignment constant”x“l/O priority number for
each service level”

@

Accordingly, in the case of the present embodiment, the
physical server 210 may calculate the number of /O requests
that may be executed by the virtual servers 311 with a “high”
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service level as 20,000 10 (=410x5,000I0PS). The physical
server 210 may calculate the number of I/O requests that may
be executed by the virtual servers 311 with a “middle” service
level as 10,000 IO (=210x5,000I0PS). The physical server
210 may calculate the number of I/O requests that may be
executed by the virtual servers 311 with a “low” service level
as 5,000 IO (=110x5,000I0PS).

When the number of I/O requests that may be executed by
the virtual server 311 for each service level is calculated, the
physical server 210 selects an arbitrary virtual server 311
from among the virtual servers 311 for which I/O requests are
stored in the primary queue 331 (step S1010). In the following
description of processing, the selected virtual server 311 is
referred to as a “selected virtual server”.

Note that the selection of the virtual server 311 is per-
formed in an order of a virtual server 311 for which I/O
requests are stored in the high level queue 3314, a virtual
server 311 for which 1/O requests are stored in the middle
level queue 331b, and a virtual server 311 for which 1/O
requests are stored in the low level queue 331c. If there are
multiple virtual servers 311 for which I/O requests are stored
in the high level queue 3314, after selecting all of these virtual
servers 311, a virtual server 311 for which I/O requests are
stored in the middle level queue 3315 is selected.

The physical server 210 refers to the virtual server man-
agement table 500 stored in the main memory 212 and con-
firms whether to not an I/O control number other than 0 is set
in the selected virtual server (step S1011). For the 1/0 control
number of the present embodiment, O is set as an initial value.

When an I/O control number other than 0 is set to the
selected virtual server (step S1012 YES), the physical server
210 shifts the processing to step S1013. In such a case, the
physical server 210 subtract the I/O control number from the
number of /O requests calculated in step S1009 (step S1013).
For example, when the service level of the selected virtual
server is “high” in the example of step S1009, the physical
server 210 subtract the 1/O control number from 20,000 10.
The physical server 210 shifts the processing to step S1014.
When the I/O control number is set to be 0 in the selected
virtual server (step S1012 NO), the physical server 210 shifts
the processing to step S1014.

The physical server 210 extracts as many of the I/O
requests of the selected virtual server as are calculated in step
S1009, or the number of /O requests calculated in step S1013
if the processing in step S1013 is performed. The physical
server 210 issues the extracted I/O request to the storage
device 220 (step S1014).

The physical server 210 stores a type of processing and the
number of pieces of transfer data of the I/O requests issued in
step S1014 in a prescribed region of the main memory 212
(step S1015). The type of processing of the /O requests is
processing such as write processing or read processing
requested in the I/O requests. The number of pieces of transfer
data of the /O requests is the number of pieces of data that are
to undergo write processing when the type of processing of
the I/O requests is write processing or the number of pieces of
transfer data of'the /O requests is the number of pieces of data
that is to undergo read processing when the type of processing
of'the I/O requests is read processing. The type of processing
and the number of pieces of transfer data of the I/O requests
may be acquired from the header portion of an I/O request
packet.

Furthermore, the physical server 210 stores the issue time
at which an I/O request is issued in step S1014 in a prescribed
region of the main memory 212 (step S1016). When the
execution of the issued I/O request is completed, or in other
words when a response to the /O request is received from the
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storage device 220, the physical server 210 stores the time
point at which the response is received in a prescribed region
of the main memory 212 as a completion time of the I/O
request (step S1017).

The physical server 210 calculates a response time for each
of'the I/O requests for which responses are received from the
storage device 220 from among the I/O requests issued in step
S1014 from the difference between the issue time stored in
step S1016 and the completion time stored in step S1017. The
physical server 210 then calculates an average response time
of 1/O requests for which responses are received from the
storage device 220 from among the I/O request issued in step
S1014 from the calculated response times (step S1018). The
physical server 210 stores the calculated average response
time as an average I/O processing time period (physical
server) in the virtual server management table 500 stored in
the main memory 212.

The physical server 210 calculates the sum of the amount
of transfer data for the I/O requests for which responses are
received from the storage device 220 from among the I/O
requests issued in step S1014. The physical server 210 calcu-
lates the sum of response times for the I/O requests for which
responses are received from the storage device 220 from
among the I/O requests issued in step S1014. The physical
server 210 calculates an amount of transfer data per second by
dividing the sum of the amount of transfer data by the sum of
the response time (step S1019). The physical server 210 also
stores the calculated amount of transfer data per second as the
amount of transfer data in the virtual server management table
500 stored in the main memory 212.

The physical server 210 refers to the service level manage-
ment table 400 stored in the main memory 212, and acquires
the performance limit corresponding to the service level of
the selected virtual server (step S1020). When the amount of
data transfer per second calculated in step S1019 exceeds the
performance limit acquired in step S1020 (step S1021 YES),
the physical server 210 calculates an /O control number (step
S1022). The physical server 210 may calculate the /O control
number by using the following equation (3).

“I/O control number”=(“amount of transfer data
A”—“performance limit B”)+(“amount of transfer

data C”+“number of I/O request D) 3)

Here, in the above equation (3), the amount of transfer data
A is an amount of transfer data per second calculated in step
S1019. The performance limit B is a performance limit set in
the service level management table 400 stored in the main
memory 212. The amount of transfer data C is the sum of the
amounts of transfer data of the /O requests for which
responses are received from the storage device 220 from
among the 1/O requests issued in step S1014. The number of
1/0 requests D is the number of I/O requests for which
responses are received from the storage device from among
the 1/0 requests issued in step S1014.

When calculating the /O control number, the physical
server 210 shifts the processing to step S1023. In a case in
which the amount of data transfer per second calculated in
step S1019 does not exceed the performance limit acquired in
step S1020 (step S1021 NO), the physical server 210 shifts
the processing to step S1023.

When there is an unissued I/O request in the primary queue
331 (steps S1023 and S1024, YES), the physical server 210
shifts the processing to step S1010. When no unissued 1/0O
request is found in the primary queue 331 (steps S1023 and
S1024, NO), the physical server 210 terminates the process-
ing of I/O request execution (step S1025).
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The processing to monitor the service level management
table 400 performed by the physical server 210 is the same as
that of the storage device 220. The processing to monitor the
service level management table 400 performed by the storage
device 220 is described later in FIG. 13.

Note that although the I/O control number is calculated
when the amount of data transfer per second exceeds the
performance limit in step S1022, the /O control number may
be calculated when the average /O processing time period
(physical server) exceeds the average I/O response time of the
service level management table 400, for example.

FIG. 11 is a flowchart describing processing to monitor the
service level management table 400 by the system manage-
ment server 250.

The system management server 250, upon its startup (step
S1200), reads out the service level management table 400
from the memory device 253. The system management server
250 lays the readout service level management table 400 out
in a prescribed region of the main memory 252 (step S1201).

The system management server 250 monitors changes in
the service level management table 400 stored in the memory
device 253 (steps S1202 and S1203, NO). In this case, for
example, the system management server 250 regularly reads
out the service level management table 400 from the memory
device 253, and compares this table with the service level
management table 400 laid out in the prescribed region of the
main memory 252 in step S1201. When there is a difference
between the service level management table 400 read out
from the memory device 253 and the service level manage-
ment table 400 laid out in the prescribed region of the main
memory 252, the system management server 250 determines
that the service level management table 400 has been
changed.

When the service level management table 400 stored in the
memory device 253 has been changed (step S1202 YES), the
system management server 250 reflects changed items in the
service level management table 400 laid out in the prescribed
region of the main memory 252 (step S1204). The system
management server 250 notifies the physical server 210 and
the storage device 220 of the changed items in the service
level management table 400. The physical server 210 that
received the notice reflects the changed items in the service
level management table 400 laid out in the prescribed region
of the main memory 212. In a similar manner, the storage
device 220 that received the notice reflects the changed items
in the service level management table 400 laid out in the
prescribed region of the cache memory 232.

When the above processing is completed, the system man-
agement server 250 shifts the processing to step S1203, and
repeats the processing from step S1202 to step S1204.

FIG. 12 is a flowchart describing processing to monitor the
virtual server management table 500 performed by the system
management server 250.

The system management server 250, upon its startup (step
S1300), reads out the virtual server management table 500
from the memory device 253. The system management server
250 lays the read out virtual server management table 500 out
in a prescribed region of the main memory 252 (step S1301).

The system management server 250 then confirms whether
or not a unique ID and a service level of a new virtual server
have been received from the physical server 210 (steps S1302
and 81303 NO).

When the unique ID and the service level of the new virtual
server have been received from the physical server 210 (step
S1303 YES), the system management server 250 shifts the
processing to step S1304. In such a case, the system manage-
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ment server 250 adds a table region of the new virtual server
in the virtual server management table 500 stored in the main
memory 252 (step S1304).

The system management server 250 then reflects the
unique ID and the service level of the new virtual server
received from the physical server 210 in step S1302 in the
table region of the new virtual server added in step S1304
(step S1305).

The system management server 250 generates an identifier
of the new virtual server (step S1306). The system manage-
ment server 250 may generate an identifier by adding a two-
digit number to a letter string “vLAN” in such a manner as
“vLANO01”, “vLAN02” .. ., as an example.

The system management server 250 refers to the virtual
server management table 500 stored in the main memory 252
and searches for an identifier that is identical with the identi-
fier generated in step S1306 (step S1307).

When an identifier that is identical with the identifier gen-
erated in step S1306 has already been used in the virtual
server management table 500, the system management server
250 determines that the identifier is redundant (step S1308
YES) and shifts the processing to step S1309. The system
management server 250 generates a new identifier for the new
virtual server (steps 1309). The system management server
250 then shifts the processing to step S1307.

When an identifier that is identical with the identifier gen-
erated in step S1306 has not been used in the virtual server
management table 500, the system management server 250
determines that the identifier is not redundant (step S1308
NO) and shifts the processing to step S1310. The system
management server 250 reflects the identifier generated in
step S1306 or S1309 in the virtual server management table
500 stored in the main memory 252 (step S1310). The system
management server 250 reflects the change of the virtual
server management table 500 of the main memory 252 in the
virtual server management table 500 of the memory device
253.

The system management server 250 notifies the physical
server 210 of the identifier generated in step S1306 or S1309
(step S1311). The system management server 250 notifies the
storage device 220 of update information including updates in
the virtual server management table 500 stored in the cache
memory 232 (step S1312). This update information may
include a unique ID and a service level of a new virtual server
received form the physical server 210 and an identifier of the
new virtual server generated in step S1306 and S1309, for
example.

When the above processing is completed, the system man-
agement server 250 shifts the processing to step S1302.

FIG. 13 is a flowchart describing processing to monitor the
service level management table 400 performed by the storage
device 220.

The storage device 220, upon its startup (step S1400), reads
out the service level management table 400 from the flash
memory 233. The storage device 220 then lays the readout
service level management table 400 out in the prescribed
region of the cache memory 232 (step S1401).

The storage device 220 confirms whether or not the
changed items in the service level management table 400 have
been received from the system management server 250 (steps
S1402 and S1403, NO).

When the changed items in the service level management
table 400 have been received from the system management
server 250 (step S1403 YES), the storage device 220 shifts the
processing to step S1404. In such a case, the storage device
220 reflects the items changed in the service level manage-
ment table 400 in the service level management table 400
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stored in the processing region of the cache memory 232 and
the service level management table 400 stored in the flash
memory 232. The storage device 220 shifts the processing to
step S1402.

FIG. 14A, FIG. 14B and FIG. 14C are a flowchart describ-
ing processing of I/O request execution by the storage device
220. Note that it is the active controller 230 included in the
storage device 220 that performs the processing from step
S1501 to step S1511, but for convenience of description, the
storage device 220 is described as a subject of the perfor-
mance.

The storage device 220, upon its startup (step S1500), reads
out the virtual server management table 500 from the flash
memory 233. The storage device 220 lays the readout virtual
server management table 500 out in a prescribed region of the
cache memory 232 (step S1501).

The storage device 220 confirms whether or not the update
information of the virtual server management table 500 has
been received from the system management server 250 (steps
S1502 and S1503 NO).

When the update information of the virtual server manage-
ment table 500 has been received from the system manage-
ment server 250 (step S1503 YES), the storage device 220
reflects the received update information in the virtual server
management table 500 stored in the flash memory 233 (step
S1504). Also, the storage device 220 reflects the received
update information in the virtual server management table
500 stored in the cache memory 232 (step S1504).

When starting a timer to measure a prescribed time period
(step S1505), the storage device 220 confirms whether or not
an I/0 request has been received from the physical server 210
(steps S1506 and S1507 NO).

When an I/O request has been received from the physical
server 210 (step S1507 YES), the storage device 220 refers to
the virtual server management table 500 stored in the cache
memory 232. The storage device 220 identifies a virtual
server 311 corresponding to an identifier included in the 1/0
request and the service level of the virtual server 311 (step
S1508). The virtual server 311 corresponding to the identifier
included in the I/O request at that time is hereinafter referred
to as a “target virtual server”. The identifier included in the
1/O request is the information included in VLAN ID illus-
trated in FIG. 8.

The storage device 220 refers to the service level manage-
ment table 400 stored in the cache memory 232 and acquires
a delay flag for the service level identified in step S1508 (step
S1509). When the delay flag is ON (step S1510 NO), the
storage device 220 transfers the I/O request to the queue
controller 240 (step S1511). The storage device 220 then
shifts the processing to step S1512. In such a case, the queue
controller 240 in the storage device 220 performs the subse-
quent processing.

When the delay flag is OFF (step S1510 YES), the storage
device 220 shifts the processing to step S1512. In such a case,
the active controller 230 in the storage device 220 performs
the subsequent processing. In the subsequent processing, the
active controller 230 and the queue controller 240 perform the
same processing, and for that reason, the subject that per-
forms the processing is described as the storage device 220.

The storage device 220 generates a queue for each level in
accordance with the service level of the target virtual server,
or in other words, generates an individual queue for the target
virtual server in any of the high-level queue, the middle-level
queue, and the low-level queue (S1512). When the individual
queue for the target virtual server has already existed, the
storage device 220 may skip step S1512 and it shifts the
processing to step S1513. The storage device 220 stores 1/O
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requests of the target virtual server in the individual queue for
the target virtual server (step S1513).

The storage device 220 refers to the time started in step
S1505 and acquires an elapsed time from a prescribed point in
time (step S1514).

When the elapsed time acquired in step S1514 is less than
aprescribed time period (step S1515 NO), the storage device
220 shifts the processing to step S1506. The storage device
220 repeats the processing from step S1506 to step S1515.

When the elapsed time acquired in step S1514 is equal to
the prescribed time period or longer (step S1515 YES), the
storage device 220 terminates the time measurement and
shifts the processing to step S1516. In such a case, the storage
device 220 refers to the service level management table 400
stored in the cache memory 232 and acquires the I/O priority
number for each service level (step S1516). The storage
device 220 calculates the number of /O requests that may be
executed by the virtual server 311 for each service level (step
S1517). The number of I/O requests that may be executed by
the virtual server 311 for each service level may be calculated
in the same manner as the calculation in step S1009.

The storage device 220 selects an arbitrary virtual server of
the virtual servers 311 in which I/O requests are stored in the
secondary queue 341. The method of the selection is the same
as the one described in step S1010. The storage device 220
extracts and executes as many [/O requests as the number
calculated in step S1517 (step S1518). In the following
description of processing, the virtual server 311 selected in
step S1518 is referred to as a “selected virtual server”.

The storage device 220 stores the type of processing and
the number of pieces of transfer data for the I/O requests
executed in step S1518 in a prescribed region of the cache
memory 232 (step S1519). The type of processing and the
number of pieces of transfer data for the /O requests are the
same as the ones described in step S1015.

The storage device 220 also stores the starting time of the
execution of the I/O requests in step S1518 in a prescribed
region of the cache memory 232 (step S1520). When the
execution of the I/O requests is completed, the storage device
220 outputs a response to notify the physical server 210 of the
completion of the processing for the I/O requests. When the
response is output, the storage device 220 stores the current
time in a prescribed region of the cache memory 232 (step
S1521).

The storage device 220 calculates a response time for each
of the 1/O requests for which the processing is completed
from among the I/O requests executed in step S1518 based on
the difference between the starting time recorded in step
S1520 and the completion time recorded in step S1521. The
storage device 220 then calculates an average response time
of 1/0 requests for which the processing is completed from
among the I/O requests executed in step S1518 based on the
calculated response times (S1522). The storage device 220
reflects the calculated average response time in the average
1/0 processing time period (storage device) of the virtual
server management table 500 stored in the cache memory 232
(step S1522).

The storage device 220 refers to the service level manage-
ment table 400 stored in the cache memory 232 and acquires
a delay flag in accordance with the service level of the
selected virtual server (step S1523).

When the delay flag is OFF (step S1524 YES), the storage
device 220 calculates an average I/O response time period at
handover level (step S1525). The average 1/O response time
period at handover level may be calculated by multiplying the
average 1/O response time period with the handover level,
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both of which are set in the service level management table
400 stored in the cache memory 232.

The storage device 220 compares the average /O response
time period at handover level calculated in step S1525 with
the average 1/O processing time period (storage device) for
the selected virtual server calculated in step S1522 (step
S1526).

When the average 1/O processing time period (storage
device) for the selected virtual server exceeds the average [/O
response time period at handover level (step S1527 YES), the
storage device 220 sets the delay flag to ON (step S1528). The
storage device 220 then shifts the processing to step S1533.
When the average [/O processing time period (storage device)
for the selected virtual server is the average /O response time
period at handover level or shorter (step S1527 NO), the
storage device 220 shifts the processing to step S1533.

Meanwhile, when the delay flag is ON (step S1524 NO),
the storage device 220 calculates an average [/O response
time period at recovery level (step S1529). The average 1/O
response time period at recovery level may be calculated by
multiplying the average /O response time period with the
recovery level, both of which are set in the service level
management table 400 stored in the cache memory 232.

The storage device 220 compares the average /O response
time period at recovery level calculated in step S1529 with the
average 1/O processing time period (storage device) for each
virtual server in the same service level as the selected virtual
server calculated in step S1522 (step S1530).

When the average 1/O processing time period (storage
device) of all virtual servers in the same service level as the
selected virtual server is equal to the average /O response
time period at recovery level or shorter (step S1531 YES), the
storage device 220 sets the delay flag to OFF (step S1532).
The storage device 220 then shifts the processing to step
S1533.

When the average 1/O processing time period (storage
device) of any of the virtual servers in the same service level
as the selected virtual server exceeds the average [/O response
time period at recovery level (step S1531 NO), the storage
device 220 shifts the processing to step S1533.

When there is an unissued 1/O response in the secondary
queue 341, or in other words, when there is an individual
queue storing an 1/O request (steps S1533 and S1534 YES),
the storage device 220 shifts the processing to step S1518.

When there is no unissued I/O response in the secondary
queue 341, or in other words, when there is no individual
queue storing an /O request (steps S1533 and S1534 NO), the
storage device 220 terminates the I/O request execution pro-
cessing (step S1535).

Note that in step S1528, even though the delay flag is set to
ON when the average 1/O processing time period (storage
device) exceeds the average I/O response time period at han-
dover level, this is not intended to limit the invention to this
setting. In step S1528, for example, the delay flag may be set
to ON when the amount of transfer per second exceeds the
amount of transfer data at the handover level. In such a case,
the amount of transfer data per second may be calculated by
processing similar to that from step S1015 to step S1019. The
amount of transfer data at handover level may be calculated
by, for example, multiplying the performance limit with the
handover level, both of which are set in the service level
management table 400. Similarly, in step S1532, the delay
flag may be set to OFF when the amount of transfer data per
second is equal to or less than the amount of transfer data at
recovery level.

As described above, the storage device 220 identifies a
service level of a virtual server 311 corresponding to an
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identifier set in a received I/O request. The storage device 220
then stores the received 1/O request in a queue for each level
in the secondary queue 341 corresponding to the identified
service level. The storage device 220 also calculates the num-
ber of I/O requests that may be executed by the virtual server
311 for each service level. The storage device 220 then
acquires and executes as many 1/O requests as the calculated
number from the secondary queue 342. In this manner, the
storage device 220 may control data access from virtual serv-
ers 311 to the storage device 220 for each of the virtual servers
311 by using the service level. For example, the storage
device 220 may perform a prioritized control that prioritizes
the virtual servers 311 for the data access from the virtual
servers 311 to the storage device 220 by setting service levels
for each of the virtual servers 311.

In addition, the storage device 220 has a normal mode and
a load distribution mode for each service level. When an
average 1/O processing time period (storage device) exceeds
a handover level, the storage device 220 is switched from the
normal mode to the load distribution mode. In this case,
because the storage device 220 performs processing of I/O
requests received from the virtual server 311 in a service level
switched to the load distribution mode in the queue controller
240, the storage device 220 may distribute loads needed to
process the 1/O requests for each service level. At that time,
because the load needed to process the I/O requests is distrib-
uted to the active controller 230 and the queue controller 240,
the average 1/O processing time period (storage device) that
exceeded the handover level may be reduced.

The physical server 210, when 1/O requests exceed the
performance limit in the service level management table 400,
calculates an I/O control number in accordance with the
exceeded number, and issues as many 1/O requests as the
number achieved when the I/O control number is subtracted
from the exceeded I/O request number at the next issuing of
1/0 requests. As a result, the physical server 210 may control
the performance of data access from virtual servers 311 to the
storage device 220 for each service level so as to be within a
prescribed range including the performance limit in the ser-
vice level management table 400.

As described above, according to the disclosed access con-
trol method, it is possible to provide an access control method
that controls data access from virtual machines to a storage
device for each virtual machine.

All examples and conditional language provided herein are
intended for the pedagogical purposes of aiding the reader in
understanding the invention and the concepts contributed by
the inventor to further the art,and are not to be construed as
limitations to such specifically recited examples and condi-
tions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although one or more embodiments
of the present invention have been described in detail, it
should be understood that the various changes, substitutions,
and alterations could be made hereto without departing from
the spirit and scope of the invention.

What is claimed is:

1. A method for controlling access from a virtual machine
executed in a server device to a storage device, the method
comprising:

acquiring a service level corresponding to a virtual

machine identifier, that identifies a virtual machine and
is output from the virtual machine together with an
input/output command, by using a correspondence rela-
tionship between the acquired virtual machine identifier
and the service level;
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acquiring an allowable number corresponding to the
acquired service level, the allowable number indicating
an upper limit value of input/output commands execut-
able at once in the virtual machine and being determined
based on a maximum input/output number that is a
maximum value of the number of input/output com-
mands executable at once in an interface connecting
between the server device and the storage device;
executing the input/output command from the virtual
machine within the acquired allowable number in at
least either the server device or the storage device,
in the storage device,
receiving the input/output command from the server
device together with the virtual machine identifier;
storing the received input/output command in an input/
output queue for each service level of a service level
corresponding to the virtual machine identifier and
being placed in a waiting state;
calculating the allowable number that is a number of
input/output commands executable in each of virtual
machines;
reading out the input/output command stored in the
input/output queue for each service level in an order
of'a queue in the allowable number, and executing an
access to a storage device;
including two operating modes for each service level
including a normal mode in which a particular con-
troller included in the storage device executes an
input/output process and a load distribution mode in
which a controller other than the particular controller
included in the storage device executes the input/
output command;
monitoring an average processing time period of the
input/output command for each virtual machine;
when the average processing time period in any of the
virtual machines of same service level in the normal
mode exceeds a first threshold, switching the operat-
ing mode of the same service level to the load distri-
bution mode; and
when the average processing time period of all the vir-
tual machines of same service level in the load distri-
bution mode falls below a second threshold, switch-
ing the operating mode of the same service level to the
normal mode.
2. The method for controlling access of claim 1, wherein
the server device and the storage device each acquire the
service level from a management server device and hold
the service level, and
an execution order of the input/output command is changed
in accordance with an execution condition of the input/
output command up to the present for each service level
in at least either the server device or the storage device.
3. The method for controlling access of claim 1, further
comprising:
in the server device
storing the input/output command from the virtual
machine in a service level queue for each service level
corresponding to the virtual machine;
calculating the allowable number that is a number of
input/output commands executable in each of virtual
machines;
reading out the input/output command stored in the
queue for each service level in an order of a queue in
the allowable number; and
issuing the read input/output command to the storage
device together with a virtual machine identifier cor-
responding to the virtual machine.
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4. A storage device, comprising:

a memory that stores a service level set to the virtual
machine in association with a virtual machine identifier
that identifies a virtual machine executed in a server
device;

an interface device that receive an input/output command
together with the virtual machine identifier;

an input/output queue for each service level to store the
received input/output command for each service level
corresponding to the virtual machine identifier and is
placed in a waiting state; and

aprocessor that acquires an allowable number correspond-
ing to the service level, the allowable number indicating
an upper limit value of input/output commands execut-
able at once in the virtual machine and being determined
based on a maximum input/output number that is a
maximum value of the number of input/output com-
mands executable at once in an interface connecting
between the server device and the storage device, and
reads out the input/output command stored in the input/
output queue for each service level in an order of a queue
within the acquired allowable number and executes
access to a memory device, wherein

the storage device
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includes two operating modes for each service level
including a normal mode in which a particular con-
troller included in the storage device executes an
input/output process and a load distribution mode in
which a controller other than the particular controller
included in the storage device executes the input/
output command;

monitors an average processing time period of the input/
output command for each virtual machine;

when the average processing time period in any of the
virtual machines of same service level in the normal
mode exceeds a first threshold, switches the operating
mode of the same service level to the load distribution
mode; and

when the average processing time period of all the vir-
tual machines of same service level in the load distri-
bution mode falls below a second threshold, switches
the operating mode of the same service level to the
normal mode.

5. The storage device of claim 4, wherein
the processor changes an order of execution of the input/

output command in accordance with an execution con-

dition of the input/output command up to the present for

each service level.
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